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1. Commencement date 

Major amendments to the Privacy Act 2008 by 

the Privacy Amendment (Enhancing Privacy 

Protection) Act 2012 will commence in March 

2014.  

2. Creation of APP’s 

The amendments create the Australian 

Privacy Principles (APPs) – which are a single 

set of principles applying to Commonwealth 

agencies and private sector organisations. 

 The APPs replace the current 

Information Privacy Principles (IPPs) for 

public sector and National Privacy 

Principles (NPPs) for private sector 

 With the exception of relatively minor 

drafting changes — such as a 

restructuring of APPs 4 and 7 — the 

principles have survived intact from 

their earlier Exposure Draft release.  

 Two aspects of the APPs that 

strengthen existing privacy protection 

are: 

o the creation of the new direct 

marketing principle, and 

o the added requirements 

around the transfer of personal 

information overseas 

 Other significant changes include 

provisions relating to the unsolicited 

collection of personal information (APP 

4). 

 

The Australian Privacy Principles are: 

 

 Australian Privacy Principle 1—open 

and transparent management of 

personal information 

 Australian Privacy Principle 2—

anonymity and pseudonymity 

 Australian Privacy Principle 3—

collection of solicited personal 

information 

 Australian Privacy Principle 4—dealing 

with unsolicited personal information  

 Australian Privacy Principle 5—

notification of the collection of 

personal information  

 Australian Privacy Principle 6—use or 

disclosure of personal information  

 Australian Privacy Principle 7—direct 

marketing 

 Australian Privacy Principle 8—cross-

border disclosure of personal 

information 

 Australian Privacy Principle 9—

adoption, use or disclosure of 

government related identifiers 

 Australian Privacy Principle 10—quality 

of personal information 

 Australian Privacy Principle 11—

security of personal information 

 Australian Privacy Principle 12—access 

to personal information 

 Australian Privacy Principle 13—

correction of personal information 

 

3. Comprehensive credit reporting 

system 

The amendments implement a 

comprehensive credit reporting system which 

rewrites the credit reporting provisions to 
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achieve greater logical consistency, simplicity 

and clarity and updates provisions to address 

developments in operating of credit reporting 

system. 

• Under s 20A of the revised Privacy Act, 

the APPs will not apply to credit 

reporting bodies when they handle 

credit reporting information, when 

information is disclosed by credit 

providers to credit reporting bodies, or 

when they use credit files to determine 

whether a person is eligible to receive 

direct marketing communications.  

• The scope of information permitted in 

credit reports will be extended to 

include five additional categories of 

information: 

o the type of each active credit 

account 

o the date the account was opened 

o the date the account was closed 

o the maximum credit limit of each 

open credit account, and 

o repayment performance history 

over the previous two years. 

• Access to repayment performance 

history will be restricted to a subsection 

of credit providers, namely those that 

are licensees under the National 

Consumer Credit Protection Act 2009 

(s 20E(4)) and who are therefore 

subject to responsible lending limits. 

Repayment performance history can 

also be made available to mortgage 

insurers for limited purposes relating to 

mortgage insurance (s 22C). The direct 

marketing provisions of the APPs will 

not apply to mortgage insurers. 

• The new provisions will allow limited 

usage of information in credit reports 

for direct marketing purposes through 

a process of pre-screening potential 

direct marketing targets. This will be 

conducted by credit reporting 

agencies on behalf of credit providers. 

The provision for pre-screening is set 

out in the proposed new s 20G. Section 

20G(2)(d) would permit a credit 

reporting agency, on behalf of a 

credit provider, using personal 

information “to assess whether or not 

the individual is eligible to receive the 

direct marketing communications of 

the credit provider”, so long as the 

individual has not requested that the 

credit reporting agency should not use 

the information for this purpose. This 

requires the individual to actively opt-

out of receiving such communications 

(s 20G(2)(e) and s 20G(5)). It is unclear 

how this may occur since individuals 

do not usually have a direct 

relationship with a credit reporting 

agency. 

• Restrictions will apply to the way that 

personal information can be used for 

pre-screening. Information about a 

person’s consumer credit liability and 

the positive reports of their repayment 

history information cannot be used for 

pre-screening purposes. In other words, 

the key category of personal 

information to be used for pre-

screening will be information on 

defaults. The credit reporting agency 

must keep what is described as a 

written note of uses and disclosures of 

personal information for pre-screening: 

s 20G(7); s 20H(3). It is expected that 

the Credit Reporting Code will include 

additional requirements for credit 

reporting agencies. 

• Credit reporting agencies will be 

permitted to use de-identified credit 

reporting information for conducting 

research on assessing the credit-

worthiness of individuals, providing 

they comply with additional rules 

developed by the Information 

Commissioner: s 20M. Those rules might 

include provisions relating to the kinds 

of de-identified information that may 

or may not be used or disclosed for the 

research, the purposes for the 

research, the nature of the research, 

consultation and how the research is 

conducted.granting of security 

interests rather than merely charges. 

4. New Credit Reporting Code 

Under the new Pt IIIB of the Act, a new Credit 

Reporting Code will be developed by the 

credit reporting sector, in consultation with the 

Privacy Commissioner. The Commissioner will 

have the power to modify this code if it does 
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not give appropriate protection to individual 

privacy. 

Under this part the following three streams of 

AAP codes have been introduced: 

a. Codes voluntarily developed by 

organisations: This stream involves a 

continuation of existing arrangements 

for voluntary codes such as those 

developed by Clubs Queensland and 

the Association of Market and Social 

Research Organisations 

b. Mandatory codes developed at the 

request of the Privacy Commissioner: 

This stream will give the Privacy 

Commissioner powers to request the 

development of a privacy code by a 

defined group of organisations or 

agencies, where the Commissioner 

considers that the public interest would 

be served by a code being 

developed. A code is likely to cover an 

industry sector or a particular practice 

or technology. Unlike the current 

codes under the Privacy Act, such 

codes would be mandatory for all of 

the organisations defined in the code. 

c. Mandatory codes developed by the 

Privacy Commissioner: If the Privacy 

Commissioner considers that a code 

developed by the relevant 

organisations or agencies do not 

regulate a sector’s use of personal 

information appropriately, the 

Commissioner would have the power 

to develop a binding code to cover 

an industry or a specific business 

practice or technology.ASIC’s Register 

of Company Charges (including 

provisional charges) is closed to new 

registrations, although ASIC is required 

to retain existing records on its register 

for seven years after the 

commencement time (30 January 

2012; see below). This is to enable 

chargees, lienees and pledgees of 

registrable charges to continue to 

obtain information relating to their 

charges, liens or pledges. 

Under this model, codes will provide more 

specific privacy standards than the APPs, but 

they will not derogate from the principles. The 

provisions do not authorise the Privacy 

Commissioner to register a code that imposes 

a lower standard of privacy protection. 

5. Office of the Australian Information 

Commissioner (OAIC) 

The amendments clarify the functions and 

powers of OAIC and increase the 

Commissioner’s ability to resolve complaints, 

recognise and encourage use of external 

dispute resolution services and conduct 

investigations. The Information Commissioner 

will be able to: 

• accept enforceable undertakings from 

entities relating to compliance with the 

Privacy Act (s 33E). Those entities are 

not able to withdraw from those 

undertakings without the consent of 

the Commissioner 

• apply to the Federal Court or the 

Federal Circuit Court for an order to 

comply with their previous undertaking 

or take other action including 

compensating an individual for a 

privacy breach that has resulted in loss 

or damage (s 33F) 

• apply for a civil penalty order through 

the Federal Circuit Court or the Federal 

Court (s 80W). Civil penalties will apply 

to certain breaches of the Privacy Act 

and also to participating in breaches 

indirectly. However, civil penalties must 

be sought within six years of a 

contravention of a civil penalty 

provision of the Act and the maximum 

penalty for which the Commissioner 

can apply is $1.1m against 

corporations and $220,000 against 

individuals 

• the Information Commissioner will be 

given additional powers to obtain on 

application from the Federal 

Magistrates’ Court a civil penalty for a 

serious or repeated breach of privacy 

(s 13G). This penalty could be as high 

as $1.1m for corporations.Secured 

parties may be eligible for a $50 

payment per registration if they hold a 

security interest that was not migrated 

from the ASIC Register of Company 

Charges to the Personal Property 

Securities Register (PPSR), and have 
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registered that transitional security 

interest on the PPSR. 

6. Other amendments 

The Act also makes consequential 

amendments to 55 other Acts. 

7. Conclusion 

The amendments have implemented more 

than half of the key recommendations from 

the 2008 Australian Law Reform Commission 

report on privacy law.  

Most entities handling personal information will 

need to comply with the new regime. 

The commencement date gives businesses 

and government organisations time to review 

and change their information handling 

practices to bring them into compliance with 

the new law.  

8. Contact details 

Anne Wardell is Deputy Editor in Chief of the 

Law and Business team.   

Jan Chapple is a Senior Writer at CCH and is 

the editor of our Privacy and Insurance 

products.  

9. Further reading 

A copy of the amending act is available on 

Comlaw at 
http://www.comlaw.gov.au/Details/C2012A00

197/Download 

There is a lot of information available on the 

website of the Office of the Australian 

Information Commissioner at 

http://www.oaic.gov.au/ 

CCH Australia has the following publications 

available in both print or online: 

o Australian Privacy Reporter 

o Australian Information and Privacy 

Handbook 

If you would like a free trial of either of these 

products please go to 

http://www.cchproducttrial.com.au/ 

If you have any questions 

please contact Anne Wardell  

awardell@cch.com.au or on 

02 9587 1422 
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